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1. Purpose and Rationale and Goals of the Program  

1.1. Executive Summary

The past decade has seen a tremendous increase in the number, severity, and variety of attacks against organizations and individuals by way of information technology.  Effective reactions have been hampered by poor organization, conflicting interests, and lack of qualified personnel.  It is long past time to begin addressing the lack of personnel, a problem we are uniquely qualified to address in academia.
As everyday activities and vital infrastructure increasingly depend on information systems, it is especially important to properly form and develop the workforce that will be responsible for the confidentiality, integrity and availability of that information: a workforce enabled to create an environment for information assurance.  

A formal definition for the term “Information Assurance” comes from the Committee on National Security Systems (CNSS) (a Department of Defense committee) which defines it as “information operations that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and nonrepudiation. This includes providing for restoration of information systems by incorporating protection, detection, and reaction capabilities.”

The field of information security is not new: since computing exists, information security has always been a part of computing.  In the “older” computing models, where information processing was centralized on mainframe and isolated hosts, securing these resources was an easier task that relied on centralized authentication and secured communication in networks that were limited and often isolated.   In today’s computing environments, the security paradigm has switched from very controlled environments to complex distributed systems.  
A security specialist must understand fundamentals of many computing domains (Programming, networking, information systems) but also have a specialized expertise in security engineering processes, forensics and defensive countermeasures.  Adding to that complexity is the need for such a professional to understand and consider the legal, ethical and human impacts of security.

Today, security expertise is not an annex competency linked to computer science, networking or information technology: it is a specialized and independent field.  This has been stressed by the industry but has often been neglected by academic institutions.  This is well described by a September 2004 article
 from Accenture which describes well how security has evolved to be its own discipline.
As we mentioned, security is not new: CTI started to offer security course in 1995 and has grown its security offering since then by offering more courses and integrating security topics in existing courses.  
Organizations also started to focus more on security since the end of the 1990s  but the release of devastating worms and viruses in recent years which put information security in the media spotlight and led the public and governmental agencies to be aware of the need for information security focus.
Information security is neither a new discipline nor a discipline that will disappear in the future: as systems are becoming increasingly complex and interconnected, information security will increasingly be a critical and complex aspect of computing.  

The fact that Infosec is not a temporary trend is also highlighted be the fact that fortune 500 corporations are now implementing (or have recently implemented) a separate corporate position of “Chief Information Security Officer” (CISO) and an Infosec group reporting to the CISO.  

Typically the CISO reports directly to a corporate board of directors and does not fall under operation/IT or Finance: it is its own entity with the mission of securing information and IT assets.

A graduate from the proposed BS IASE can be part of that team and, with more advanced studies and experience, (MBA, JD, MS) may become a good candidate to lead that team as a CISO.

This trend is also present in governmental agencies which have been greatly focusing on hiring security specialists to defend critical infrastructure.  More information on the need for Information Security professionals is presented in the market analysis section on this proposal.
Change in technology will affect how security is taught but does not affect the fundamental fact that security is a core component of computing information technology and business operation and that is must be taught as its own, separate, discipline.

The proposed degree program is designed to give students the necessary foundations in Information Assurance theory, systems and techniques as well as knowledge of the Security Engineering processes used to implement, support and manage them in real-world systems.

To support these goals, we designed the curriculum to articulate to the NCSS standards defined by the Information Assurance Courseware Evaluation (IACE) Program.  They are:
NSTISSI-4011 - National Training Standard for Information Systems Security (INFOSEC) Professionals, dated 20 June 1994 
CNSSI-4012 - National Information Assurance Training Standard for Senior Systems Managers, dated June 2004
CNSSI-4013 - National Information Assurance Training Standard For System Administrators (SA), dated March 2004
CNSSI-4014 - Information Assurance Training Standard for Information Systems Security Officers, dated April 2004
NSTISSI-4015 - National Training Standard for Systems Certifiers, dated December 2000
It is also important to note that these standards have been written by military personnel for applications in military environment.  When developing the curriculum and course content, we adapted these standards to reflect civilian environments.   Course content was also based on the National Institute of Standards and Technology (NIST) “800 Series Special Publications“
 (SP 800) which presents methods, guidelines and procedures to assess, design and implement Information Assurance systems.
1.2. Purpose and Rationale
The B.S. in Information Assurance and Security Engineering program will give students a broad education in current areas of information assurance, with a focus on producing educated and sophisticated leaders in the advancement of information assurance as a necessary and desirable goal.  Students who graduate from this program will have a deep understanding of how information assurance is critical to business, government, and other institutions today.  Students will gain the expertise needed to implement security solutions in complex information systems environments by learning:

· Fundamental information security concepts [CSC 233, IT263, CNS 340, TDC 377]; 

· “Defense in Depth” (the practice of implementing multiple and redundant security systems) concepts [CNS 340, TDC 377, CNS 394/395]; 

· How to deploy, configure and support security systems [TDC 379, IT 378];
· Sound software development methods [SE 325];
· Forensic and incident response methods [CNS 320];
· Ethical, human and legal impacts of security [CNS 330].

The goal of our approach is to provide the students with the scientific foundations that support Information Assurance and with the technical skills to implement these foundations in enterprise environments. 

While Information Assurance is a field that touches many other computing fields (Computer Science, Software Engineering, Telecommunication, Information Technology), CTI faculty found that is was not possible to teach the required security expertise within an existing degree program without dramatically changing the original program structure.

While degree programs are considering the introduction of security concentrations that are appropriate for their given fields, the inter-disciplinary nature of the Information Assurance and Security Engineering disciplines required the development of a separate degree program in order to properly educate students.  The need for separate degree program is further evident when comparing the proposed BS in IASE to the existing BS in CS and BS in IS degrees: Out of the 21 courses that define the major field, the BS in CS and BS in IASE differ by 11 courses while the difference between the BS in IS and BS in IASE is 13 courses.   This clearly shows that these are different disciplines, requiring different curriculum: Articulating the content of the BS in IASE as a concentration of an existing degree is not feasible.
Just as the DePaul community appreciates the value of a well grounded Liberal Arts education, understanding that vocational skills are sometimes acquired in graduate school; the B.S. in Information Assurance and Security Engineering enables students to acquire a security-centric liberal education emphasizing the development of critical thinking and communication skills.
In addition to the fact that it includes significant liberal arts and science coursework, the non-vocational nature of the degree is also a direct consequence of the very nature of information security: it is a multidisciplinary field which requires foundational expertise in Computer Science, Software Engineering, Telecommunication and Information Technology. The security field also requires security-specific knowledge such as Forensic, Information Security System Engineering and Security Technology.  
Students graduating with a B.S. in Information Assurance and Security Engineering should be well equipped for several possible career paths.  The skill sets these student receive will serve as excellent preparation to graduate education in Business (such as an MBA), in IT (such as an MS in IS – or DePaul’s new MSBIT degree), in Law, or any other field where critical thinking, information assurance, and communication skills are valued.  The skill sets from the B.S. in Information Assurance and Security Engineering also support students interested in entry level business or government positions that demand critical thinking, information assurance, and communication skills.  A graduate can become a junior member of an enterprise information security team and perform risk assessment, security infrastructure designs, network security administration, vulnerability assessment/scanning and incident response.  

While the BS in IASE will properly prepare a student for a vast variety of non security-centric positions, a student graduating with a BS in IASE will have a significantly better education than a BS in CS or BS in IS for positions where security is either a focus or an important portion of the position. It is expected that a graduate in the BS in IASE will be preferred over a graduate of a more traditional BS in CS or BS in IS for such security-centric position while be able to equally compete for many other positions.
Typical positions that can be filled by our graduates are:

· Information Security Engineer. An Information Security Engineer is typically responsible for design, implementation and support of Information Assurance infrastructure. Often he/she will also be responsible to educate and train end-users and technical staff in order to promote information security awareness. 
· Security Auditor.  A security auditor is an individual that participate in planning and executing assessments of the information security control environment in place.  The security auditor might also report on the findings, propose recommendations and issues statements of compliance or non-compliance against policies or standards.

· Network Security Engineer.  A Network Security Engineer is often responsible for the implementation and support of firewalls, Virtual Private Network infrastructure, hardening of application servers, monitoring and management of hosts and network-based Intrusion Detection Systems (IDS) and incident response.
· Information Assurance Analyst. An Information Assurance Analyst performs needs assessments; threat assessments; design, draft, implements and evaluate processes used to protect Information Systems.  Often provides security advice and guidance to IT project leaders to ensure Information Assurance aspects are considered throughout all IT project life-cycle. 

· Forensics Engineer. A Forensic Engineer leads on-site data captures/investigations and performs Forensic analysis on various forms of electronic media while maintaining a strict “Chain of Custody.” Additional duties often includes replicating media, analyzing logical structures, analyzing data, conducting searches, communication of findings, working with others to enhance toolsets and processes, and the rendering of testimony in legal proceedings and courts of law.
Appendix C presents more details on the market demand for these positions.

According to the Information Security Magazine
 salary survey of Information Security professionals for 2003, “the average security professional's overall wages increased between 12 and 24.5 percent over the last three years”.  This is a fast growing field where our degree graduates can establish a durable career or use the degree as a step toward careers in management of Information Security system, law enforcement, legal (via a JD degree) or any fields where Information Security is a fundamental or large part of the practice.  
The growth of the Information Security sector has also been illustrated by the tremendous success of the new Master of Science in Computer, Information and Network Security.   That MS program, which was first offered on January 2004, now has over 100 students currently enrolled and registered for classes in Fall 04. In Spring 2005, CTI started offering a Network Security concentration in the BS in Network Technology. By the beginning of Fall, 33 students had selected the concentration and many more took security courses offered in the concentration as electives. We believe that the proposed BS in Information Assurance and Security Engineering will be as successful in filling the educational needs of the Information Security industry.
1.3. Goals of the Program 

Information Assurance in the context of information technology is a relatively new field, and as such, demands for qualified personnel far exceed the current supply. As reported in a November article on The Register
, according to a 2004 Global Information Security Workforce Study conducted on behalf of security certification body (ISC)2 the 1.3m information security professionals currently employed will see their ranks swell by more than 60 per cent within five years.

 Unlike more established field, such as finance or accounting, organizations seeking information assurance knowledge can not merely visit university campuses looking for recent graduates in the desired degree field.  Organizations looking for information assurance personnel with the communication and critical thinking skill that are the hallmark of a liberally educated person must instead either train from within or recruit from peer organizations.  The former is often done in an ad-hoc and hurried way, while the latter does nothing to reduce the overall need for such qualified individuals.

This degree program attempts to address these problems by providing students who want to pursue careers in information assurance both recognition of their interests and the broad-based education that will allow them to prosper in the tremendous variety of situations in which they will find themselves.  To achieve this, students who graduate with a B.S. in Information Assurance and Security Engineering will:
1.  Have a working knowledge of many areas of information technology

At the heart of information assurance in the modern world is information technology.  Students who graduate from this program will be technically strong and have breadth of knowledge, covering topics of programming [CSC211, CSC212], software engineering [SE 325], security engineering [CNS 320, CNS 340, CNS 394/395, IT 378, TDC 377, TDC 379], telecommunications [IT 263, TDC 362, TDC 365, TDC 379], and broad information technology. [CNS 340, CSC 373, IT 130, IT 230, IT 240, IT 263]
2.  Gain an understanding of the foundations of Information Assurance and how to apply them through Security Engineering processes.

One important goal of the proposed degree is to provide students with the foundations that anchor Information Assurance theories combined with the techniques used to apply them in today’s information infrastructure while keeping human and ethical aspects into consideration.  Graduates will be able to understand what security services must be implemented, how to implement them and carefully evaluate the technical and non-technical impacts of such services. This will allow our graduates to apply for jobs where the combination of these skills is in high demand and scarce availability. [CSC 233, CNS 320, CNS 340, CNS 394/395,TDC 377, TDC 379],
3.  Be able to communicate effectively at all levels of an organization

Perhaps the greatest need in information assurance is for leaders who understand that security must enable business while still appreciating the tremendous need for controlling risks.  Only by effective communication to business leaders, end-users, peer organizations, legal staff, technical staff and consumers will security ever be strongly implemented.  Graduates from this program will have the communication skills to generate security awareness programs as well as effectively document and communicate security requirements and threats. [CMN 220/CMN 212, CSC233, ENG 103, ENG 104, ENG 204/ENG 301, 
4.  Understand the impact of information assurance on society

Information technology not only enables business, government and education, it also enables thieves, corrupt governments and other criminals.  Graduates will understand the imperative of information assurance in protecting a stable and civil society, and will be able to implement the ethical imperatives of strong security [CSC 223, CNS 330, CNS 340, FIN 290/ACC 101, IT 263], .
5.  Understand the cultural aspects of information assurance and its global impact

Information technology has also enabled organizations that span national and cultural boundaries, bringing into conflict cultural and national differences.  Graduates will understand the need for a multinational approach to information assurance and be able to guide the development of information assurance strategies that empower all constituents while still providing adequate protection to the organization. [CNS 330, CNS 395]
2. Admissions Procedures and Requirements 

This program will follow the admission guidelines for undergraduate students as set forth in the university's Undergraduate Colleges and Schools Bulletin. 
3. Elements of the Program and Implementation 

The Bachelors of Science in Information Assurance and Security Engineering consist of 48 courses (192 credit hours) organized into four components: 

COMPONENT

COURSES
Liberal Studies Program

19 courses
Allied field

                               4 courses
Major requirements
                 21 courses
Open Electives

4 courses
Total


48 courses
The capstone course is listed in the Major requirements of the curriculum rather than in the Liberal Studies area.
4. Proposed Curriculum and Program Requirements

4.1. Liberal Studies Program

The programs will follow the Liberal Studies Program as detailed in the University’s undergraduate bulletin.   This degree will follow the model of other CTI undergraduate degrees.  The courses PHL/REL/MGT 228 Business, Ethics and Society is required. The senior year capstone requirement will be met by CNS 395.  

4.2. Major Requirements
Listed below is a summary of the 21 major requirements and their prerequisites.
	Course
	Prerequisites

	CNS 320 Computer forensic and incident response
	

	CNS 330 Legal, ethical, and social issues in information security
	

	CNC 340 Fundamentals of information assurance
	PL2

	CNS 394 Information Systems Security Engineering I
	CNS 340

	CNS 395 Information Systems Security Engineering II
	CNS 394

	CSC 233 Codes and Ciphers
	None

	CSC 373 Computer Systems I
	PL2

	IT 130 The internet and the web  
	None

	IT 230 Building internet applications
	IT130

	IT 240 Introduction to desktop databases
	None

	IT 263 Applied Networks and Security 
	None

	IT 378 Host and Information Security


	Familiarity with desktop Operating System

	PL1 (currently CSC 211 / CSC 261)
	IT130 / none

	PL2 (currently CSC 212 / CSC 262)
	PL1

	SE 325 Principles and Practices of Software Engineering
	PL2

	TDC 362 Principles of Data Communications 
	IT 263

	TDC 365 Network Interconnection Technologies
	IT 263

	TDC 377 Fundamentals of Network Security 


	TDC 365

	TDC 379 Telecommunication and Network Security Practicum 
	TDC 365

	2 300-level CTI electives
	


4.3. Allied field

	Course
	Prerequisites

	ENG 204 Technical Writing 

· or  -
ENG 301 Writing in the Professions
	ENG 104

ENG 104

	CMN 220:Public Speaking
      -    or   -
CMN 212 Small Group Communication 
	None

None

	MAT 140 Discrete Math 1
	MAT 130 or placement

	FIN 290 Finance for non-commerce majors 

         - or -

ACC 101 Introduction to Accounting 


	None
MAT 130 or placement AND Sophomore standing


4.4. Open Electives
Students are permitted to take four open elective courses chosen in consultation with the student advisor.
5. Administrative Responsibility 

The School of Computer Science, Telecommunications and Information Systems will administer the proposed degree in a manner consistent with its other bachelor degree programs. The CTI Undergraduate Committee will monitor program progress and curricular content. Similar to CTI's other degree programs, the voluntary Program Committee in Computer Information and Network Security will oversee curriculum policy and activities to monitor quality and evaluate student outcomes. 
A number of CTI faculty members have expressed interest in actively supporting this Bachelor of Science program, including Lucia Dettori, Massimo DiPierro, Jacob Furst, Jean Philippe Labruyère and Corin Pitcher. 
6. Academic Quality and Ongoing Evaluation 

The coursework proposed here provides students with a comprehensive and cohesive literacy in the core information technologies of programming, computer networking and hardware, databases, security, and Web technologies and issues. Additional coursework is required to attain expertise in Information Assurance and Security Engineering.  Other courses selected for this degree program emphasize the importance of how technology can address problems or opportunities faced by organizations and users therefore the student’s ability to communicate in both written and verbal form is stressed.  Project management skills will be developed throughout coursework requirements.  Further, these courses encourage the student to think about the legal, social, and ethical implications of current and emerging information technologies and security.  

Course participation will yield tangible outputs that will contribute to job placement following the completion of the program.  Such placement will be a measure by which the program effectiveness will be assessed.

Other assessment strategies include the requirement of a senior capstone class where a large design project integrates reflectiveness, value consciousness, critical and creative thinking, and a multicultural perspective from the Liberal Studies Program with required major courses from the School of CTI.  

We are in the process of assembling an advisory board from industry, the intelligence community and other universities for this and the MS in CINS.  The advisory board will provide curricular input based on their experiences and current needs.

7. Centrality to the Mission of the University 

The proposed Bachelor of Science in Information Assurance and Security Engineering is consistent with and promotes the Catholic, Vincentian, and urban values that are central to DePaul's mission. 
Technology education at the undergraduate level has to balance achieving competency of technical material with personal, moral, and intellectual growth. 

Even beyond the traditional complement of courses in liberal studies, students in this Bachelor of Science program are required to take courses in Communication, Accounting/Finance and English. This program stresses individual competencies in both oral and written communication. 

The goal of our integrated approach is to ensure that graduates will understand the organizational and societal context in which information, security and communication technologies are used, and the implications of technology use on people, culture, and values.  These aspects are important in a field such as security as the use of technology may directly impact individuals.  The proposed program pays particular attention to this by requiring students to take a course in legal, ethical, and social issues in information security (CNS 330) and with a large portion of the senior capstone dedicated to these aspects.

8. University Learning Goals 
1. Mastery of Content

The B.S. in Information Assurance and Security Engineering program will give students a broad education in current areas of Information Assurance and Security.  Students who graduate from the program will:

1. Have proficiency in the core information technologies of programming [PL1, PL2, SE 325, CSC 373, computer networking [IT 263, IT 378, TDC 362, TDC 365, TDC 377], Web technologies [IT 130, IT 230] and security technologies [CNS 320, CNS 340, CNS 394/395, CSC 233, IT 263, IT 378, TDC 377, TDC 379]  as well as human, ethical and cultural impacts of security technologies [CNS 330, MGT 228].
2. Attain expert knowledge in security engineering [CNS 394, CNS 395, TDC 379].

3. Be able to address problems or opportunities faced by organizations or users through analysis and requirements definition resulting in the design and implementation of an information security infrastructure [CNS 394/395, SE 325, FIN 290, ACC 101].

4. Have general skills in project management, needs assessment, security engineering process implementation and management to create an effective project plan to implement effective Information Security infrastructure solutions [CNS 394/395, SE 325, FIN 290, ACC 101].
5. Attain experience in team collaboration to accomplish a common goal [TDC 379, CNS 394/395, IT 230].
6. Be able to effectively communicate technological concepts to a non-technical audience in order to explain, present and justify the need for Information Security solutions [ENG 204/ ENG 301, CMN 220, CMN 212, CNS 394/395].
7. Understand the impact of current and emerging information security solutions on organizations and society [CNS 330, CNS 320, CNS 340, CSC 233].
2. Articulate Communication

An important goal of the B.S. in Information Assurance and Security Engineering is to teach students effective communication skills to enable a non-technical audience to understand technical solutions.  For example students will be required to take either CMN220 Public Speaking or CMN212 – Small Group Communication along with ENG204 – Technical Writing or ENG301 – Writing in the Professions.    Students will also be required to prepare and present papers on security related issues in various courses [CSC 233, CNS 330] and document large security infrastructure designs and present them during the CNS 394/395 – Information Systems Security Engineering I+II courses.
3. Accomplishment of Goals

Students will learn strategies, methods and tools used to determine an enterprise security needs and properly assess, design, implement and evaluate comprehensive Information Assurance and security frameworks to accomplish these goals. This knowledge as well as mastery of project management skills will be evidenced through the successful completion of the capstone course.  

CTI capstone courses challenge students to solve a business problem or opportunity from inception through implementation integrating business and user requirements with technical solutions that may include computer networking and hardware, security, data organization, software application development, and Internet deployment.

4. Knowledge of and Respect for Diversity

Many courses selected for this program utilize team projects as a learning tool.   Over half of the foreign students at DePaul are at CTI, so necessarily students will interact with other students who come from a wide range of backgrounds and experiences.  In addition, studied contextual organizations may be global which necessitates the analysis of business and user requirements and security infrastructure capabilities from multiple perspectives. Knowledge of and respect for diversity is also an integral part of any DePaul student’s liberal arts education through requirements like the Sophomore multiculturalism seminar.
5. Development of a Service-oriented, Socially Responsible Value and Ethical Framework

The field of Information Assurance is deeply linked to social and ethical considerations: many solutions, if designed and implemented improperly, can have negative effects on privacy and human rights of the users subjected to it.  Ethical aspects must be taken into considerations in all phases of an Information Security infrastructure rollout as tools can be misused in order to achieve armful consequences.

Although these ethical implications are covered in all years of the degree via various modules in many courses, they are particularly stressed during the Junior and Senior years where students must take a course that focuses on these aspects (CNS 330: Legal, Ethical and Social Issues of Information Security) but also during the CNS 395 capstone where these aspects are deeply reinforced.
6. Critical and Creative Thinking

Critical and creative thinking skills will be developed through the identification, analysis and definition of requirements that must be satisfied to address Information Security problems or opportunities faced by organizations or individuals, designing security solutions based on these requirements, and performance and usability testing for effectiveness and efficiency.  

7. Development of Multiple Literacies

By its nature the B.S. in Information Assurance and Security Engineering is a degree that spans multiple areas of technology and human aspects.  Students in this program will graduate with proficiencies in the core information technologies of programming, computer networking and hardware, databases, security and Web technologies and issues.  They will also be proficient in the human and ethical impacts of these security systems.
8. Personal Arts and Literature Aesthetic

All students in the B.S. in Information Assurance and Security Engineering program take courses from the liberal arts component that is offered to all students at DePaul.  The students will be exposed to literature and the visual arts in a way that will foster their aesthetic sensibilities. 
9. Self-reflection and Life Skills

The rich tapestry of courses offered by both the School of Liberal Arts & Science and the School of CTI will, by their very nature, offer students opportunities to question their role in society as well as their responsibilities to society.  The goal of the B.S. in Information Assurance and Security Engineering is not just to provide students with technical skills, but to prepare graduates to understand the consequences of the methods and tools on themselves and others.  By the very nature of the requirements for the degree our students will graduate with a broad range of skills that will help them outside of their work life and allow them to reflect on the impact of security technology in everyday life.
10. Historical Consciousness

Students in the BS in Information Assurance and Security Engineering will be exposed to the history of information technology and security in CSC 233, IT 130, IT 263 and CSC 373. The history of Information Assurance will also be covered in a module of the CNS 395 capstone class.  This will give them a context in which to discuss and assess new developments in information security.  Students will also gain an appreciation of the historical context of the world in general from the Understanding the Past component of the Liberal Arts program.
9. Duplication of Existing Programs 

No DePaul undergraduate degree outside of CTI provides a technical education in information security. Within CTI there is one degree related to but distinct from the proposed BS in Information Assurance and Security Engineering (BS IASE): the BS in Network Technology with a Network Security Concentration (BS-NT-NSC).
The BS in NT-NSC is designed to provide a security focus for students in the BS NT degree that will allow them to be better prepared for the security aspects often encountered in network environments.  It is designed to concentrate on data networking aspect and programming/scripting skills.  It does not introduce the students to broader aspects of Information Assurance and Security Engineering such as:
· Legal aspects.

· Software Engineering impacts and considerations.

· Computer Forensic.

· Basic accounting and finance knowledge.

· Cryptographic systems and ciphers.

· Information Systems Security Engineering Process.

The BS in Information Assurance and Security Engineering requires students to take classes in these areas and does not require many of the telecommunication and data communications areas required by the BS NT such as advanced routing protocols, voice systems, LAN systems and network engineering.  
In its first quarter of existence, the BS in Network Technology – Security concentration has already attracted 22 students which shows a great interest for the field of information security.

10. Market Assessment  
10.1. Market Analysis

Key findings:

· There is an increase demand for IT professionals with expertise in the field of information assurance and security engineering. Very few Universities offer undergraduate degrees in such field, leaving the training to community colleges and certification agencies.

· There are no major institutions in Illinois that currently offer a BS in Information Assurance program. Most competitors like: (1) Northern Illinois; (2) Northeastern; (3) UIC; (4) Loyola; (5) Northwestern; and (6) IIT offer a BS in Computer Science with a few classes in the security area. Based on our research, it does not appear that any of these competitors will focus on offering a BS in Information Assurance in the near future.

· At this time we are aware of the following BS degrees related to the field of Information Assurance offered in the United States:

· Lane Department of Computer Science and Electrical Engineering of West Virginia University (Morgantown, WV) offers a Certificate in Computer Forensics

· The Fairmont State University offers a BS in Information Security

· Missouri Tech (St. Louis, MI) offers a BS in Network Administration Security
· Norwich University (Northfield, VT) offers a BS in Information Assurance

· Oklahoma State University  (Okmulgee, OK) offers a Bachelor of Technology Degree in Information Assurance & Forensics
· Champlain College (Burlington, VT) offers a BS in Computer and Digital Forensics

· Stroudsburg University of Pennsylvania (East Stroudsburg, PA) offers a BS in Computer Security. 

· University of Advancing Technology (Tempe, AZ) offers a BS in Network Security.

· We are also aware of a number of Colleges and Universities that offer classes or Certificate programs in the field of Computer Security and/or forensics.  This list is presented in Appendix B.
· The Master of Science in Computer, Information and Network Security has grown tremendously in its first year, with over 100 students currently studying in this degree.  Further, many of the courses required by the MS in CINS are required courses in other degree programs.  We anticipate similar success for this program.

10.2. Market Trends / Competitor Profiles

Computer Security and Information Assurance are becoming increasingly important in our life and, even more important in the business world. For a highly industrialized country, information is an important asset that needs to be protected. Further, by the sensitive nature of this work, and its implications for national security, the personnel responsible for implementing and managing the security systems used to protect this information are not likely to be outsourced to offshore organizations.
Information is vulnerable to attacks at many levels; it can be corrupted, stolen, and fabricated. An attacker can exploit a variety of techniques to take control of a remote system and steal the information therein. Protecting against these attacks is becoming increasingly important and the security responsibilities cannot just be delegated to a few people within a company. The entire process of software development for example needs to take into account security concerns.
Findings from the 2004 Global Information Security Survey (run by CIO/CSO Magazine and PricewaterhouseCoopers
), show that, in response to these changes many companies have created an executive-level security presence, and have included risk management, audit and other non-IT elements in their security governance. It was also reported in a November article on The Register that “The information security workforce will expand by an estimated 13.7 per cent annually to reach 2.1m workers by 2008.”
As the September article from Accenture states: “The future is bright for security, privacy and compliance professionals. With the pace of technology innovation, the increase in legislation, and the mounting interest of organizations with security concerns, the opportunities for those with solid security skills are wide open”.
Given the lack of University undergraduate and graduate programs focusing on information assurance and security engineering,  DePaul has a unique opportunity to become a major player in bridging the gap between the high demand and low supply of BS graduates with solid knowledge of good security practices and forensics. Our survey demonstrates that small colleges across the US are responding to this market demand and incorporating security into their curricula by creating BS degrees and Certificate programs. Most of the courses are thought by practitioners coming from industry.
A few Community Colleges and two-year institutions in the area have also introduced certificates or Associate Degrees primarily in Network Security and Computer Forensic. The BS in IASE at DePaul will be the only local option for these students to earn a Bachelor of Science in their chosen discipline. CTI already accepts many transfer students from these Colleges into existing degrees, having a BS IASE will significantly increase the pool of transfer student applicants.
Because this is a relative recent new trend none of the major universities (in particular none in the Chicago area) have yet incorporated a strong security component into their BS programs.
At the national level our stronger competitors will be the BS in Network Administration Security at  Missouri Tech (St. Louis, MI), the BS in Information Assurance at Norwich University (Northfield, VT), the BS in Information Assurance & Forensics at Oklahoma State University  (Okmulgee, OK),  and the BS in Computer Security at  Stroudsburg University of Pennsylvania (East Stroudsburg, PA). 

Because of the size of DePaul University and the reputation of the CTI faculty we believe the proposed program will be extremely competitive when compared with these competing programs.
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According to the Boston Globe   (By Kimberly Blanton, Globe Staff, 4/25/04) 

“Worms, viruses, domestic hackers, identity theft, international terrorists - security threats sprout and proliferate in the nation's vast web of computer networks. These nefarious forces, while wily and difficult to control, have a bright side: They are generating jobs. Hiring in the computer-security business is rising even as the rest of the technology industry struggles to pull itself out of a slump, executives and security specialists say. 

[…]

Investors view security as having huge potential. Venture capitalists poured $391 million into security start-ups in this year's first quarter, more than double the previous quarter, said Updata Capital, which tracks the industry. 

The world's tech security industry will generate $11.6 billion in revenues this year, more than double 2001 revenues of $5.7 billion, according to Tthe Yankee Group. And Updata's 30-stock index of security technology companies rose 149 percent over the past year, outperforming the broader Nasdaq index gain of 42 percent. 

Federal regulation is also unleashing growth. Congress in recent years has passed major legislation seeking to protect privacy and security for corporations and Americans who go online and to raise security requirements in the United States to the higher standard of existing European regulations. Healthcare and the financial and pharmaceutical industries are spending billions on security to satisfy these new regulations.”
Perhaps more telling than these statistics, a nationwide search on monster.com using the keywords “security engineer” returned over 5000 matches and a similar search on dice.com returned almost 3000 matches (see appendix C).
10.3. Positioning 
DePaul’s BS IASE program would be most successful trying to appeal to the student who is more interested in applying the theories from Information Assurance and Security Engineering to real-world scenarios. Based on our review of competitive IASE program positioning strategies, we feel that a positioning strategy focusing on the following points could help distinguish DePaul’s program as being unique from the competition as well as fitting DePaul’s reputation as being a leader in providing practical education. 

· Reinforce the lab experience within the program to work on real-world problems in security infrastructure.
· Stress the uniqueness of being the only BS IASE program in Illinois

· Stress the application of Information Assurance theory by working on projects with companies in a co-op program 

· Stress an emphasis on “end user” applications
· Stress the large workplace demand for people with the skills taught in the BS IASE.
Strengths
· Existing research group and classes in information security – essentially creating a minimal cost to offer the new program

· Existing facilities and labs will provide support for the BS IASE
· Opportunities to obtain advanced degrees – Five year programs

· Reputation for offering degree programs that prepare students to apply theories in the real world

Opportunities
· National trends showing an increase in the demand for professionals that can apply information technology to solve real-world problems

· None of the competitive institutions in Illinois are currently offering a BS IASE (or comparable) – opening the door for DePaul to be the only player in the market initially

· Research of national BS IASE programs shows that the BS IASE can help to stabilize the enrollment loss typically seen in BS CS programs over the last couple of years
Threats
· The Illinois prospect market may have a low awareness level of the value of the BS IASE program ss ince it would be the first program in the state.
11. Utilization of Existing Resources 

The Bachelor of Science in Information Assurance and Security Engineering will be administered from CTI's offices in the loop. Courses will be offered to student at the Loop and Lincoln Park campuses as well as by distance learning (where appropriate).

Students will make use of existing DePaul and CTI computer labs. No significant increase in computer technology is anticipated to support this degree program.

Course sections in English, Communication, and Commerce will have to be offered to support the BS in IASE students. It is anticipated that such additional sections are within the resources of those departments. 
12. Implementation 

CTI is prepared to admit students into the program in the Winter quarter of the 2004-2005 academic year. The following table lists all required courses in the degree, when they occur in the degree, when the course will first be offered, and who will develop it.
	Course
	Title
	Year in program
	First offered
	Developer

	IT 130
	The internet and the web  
	1
	Existing
	

	IT 230
	Building internet applications
	1
	Existing
	

	IT 240
	Introduction to desktop databases
	1
	Existing
	

	IT 263
	Applied Networks and Security
	1
	Existing
	

	CSC 233
	Codes and Ciphers
	1
	Existing
	

	MAT 140
	Discrete Math 1
	1
	Existing
	

	PL1
	Currently CSC 211 / CSC 261
	2
	Existing
	

	PL2 
	Currently CSC 212 / CSC 262
	2
	Existing
	

	CSC 373  
	Introduction to Systems I
	2
	Existing
	

	CNS 340
	Fundamentals of Information Assurance
	2
	Existing
	

	TDC 362
	Principles of Data Communications
	2
	Existing
	

	TDC 365
	Network Interconnection Technologies
	2
	Existing
	

	ENG 204  
	Technical Writing 
	2
	Existing
	

	TDC 377
	Fundamentals of network security
	3
	Existing
	

	IT 378
	Host and information security
	3
	Existing
	

	CNS 320
	Computer Forensic and Incident Response
	3
	Fall 2005
	Furst

	CMN 220

- or -

CMN 212
	Public Speaking

 Small Group Communication
	3
	Existing
	

	SE 325
	Principles and Practice of Software Engineering
	4
	Existing
	

	TDC 379
	Telecommunication and Network Security Practicum
	4
	Existing
	

	CNS 330
	Legal, Ethical and Social Issues of Information Security
	4
	Fall 2005
	Steinbach

	CNS 394
	Information Systems Security Engineering I
	4
	Winter 2006
	Labruyere

	CNS 395
	Information Systems Security Engineering II
	4
	Spring 2006
	Labruyere

	ACC 101
 - or -
FIN 290
	Introduction to Accounting

Finance for non-commerce majors
	4
	Existing
	


13. Budget
This degree program does not require any fund allocation or any budget.  It will be supported by the School of CTI using mostly existing courses.  The development of new courses will be performed by CTI faculty as part of their service to the university.

Existing laboratory environment will support the program with the exception of a $200.00 per year software license required for the forensic course. CTI administration has agreed to cover this expense as part of their operating budget.

Marketing and promotion of this program will be performed in common with other undergrad programs.

14. List of Courses for the BS in Information Assurance and Security Engineering Degree
Only new courses being created for this degree are listed hereafter. A description of all other required courses can be found in the companion file: BSIASE_ExistingCourses.doc. 
CNS 320 --- Computer Forensic and Incident Response

Introduction to the topics of computer forensic, computer crimes, response to security incidents, Cybercrime investigation and prosecution.  Students will learn how an organization can setup a security response team, prepare for Security incidents and manage these incidents.

Prerequisite: None.

CNS 330 --- Legal, Ethical and Social Issues in Information Security

This course is designed to acquaint students with electronic privacy, security and ethics.  Students will gain an understanding of information ethics, existing and emerging cyber-laws, organizational liability issues, and explore several Code of Ethics.  Students will learn about real and potential security issues, steps that can be taken to create environments of trust, how to evaluate the strengths and weaknesses of a firm’s information resource environment, and risk management and operation feasibility issues.  

Prerequisite: None.

CNS 394 --- Information Systems Security Engineering I

This course requires students to apply Information System Security Engineering methods and processes to design, document and implement comprehensive security infrastructures in realistic scenarios. Students will work in teams through the entire life cycle of a Security infrastructure project from needs discovery, threat assessment, architecture design, implementation, effectiveness assessment and auditing. 

The course is designed to span two quarters.  In this first quarter, student will learn the Information Systems Security Engineering process and performs asset identification, threat assessment and system requirement specification.
PREREQUISITE(S): CSC 390 or CNS 340.
CNS 395 --- Information Systems Security Engineering II (Capstone)

This senior project capstone course requires students to apply Information System Security Engineering methods and processes to perform the design and implementation of Information Systems Security infrastructures. The human and sociological impacts of Information Security will be studied with a particular focus on privacy issues, ethical use of Security tools and cultural and legal difference that exist in a globally connected but diverse world.

PREREQUISITE(S): CNS 394.
Appendix A: Sample Syllabi for Required New Courses
CNS 320 --- Computer Forensic and Incident Response

Course Overview

Introduction to the topics of computer forensic, computer crimes, response to security incidents, Cybercrime investigation and prosecution.  Students will learn how an organization can setup a security response team, prepare for Security incidents and manage these incidents.

Prerequisite: None.

Textbook: Required: Computer Forensic – Incident Response Essentials – Kruse and Heiser – Addison-Wesley (This may change as course is fully developed)

Sample Syllabus

Week

Subject






Reading

1. 
Introduction to Cyber Crime and Forensics
Kruse: Chapter 1


2. 
Introduction to Cyber Crime and Forensics
Kruse: Chapter 12 


3. 
Investigating Internet Clues
Kruse: Chapter 2

4. 
Structure of Storage Media
Kruse: Chapter 3


 

5. 
Introduction to File Systems 
Kruse: Chapter 8, 9 10

6. 
Data Recovery
Kruse: Chapter 7

7. 
Data Hiding/Steganography
Kruse: Chapter 5

8. 
Windows Based Investigative Software
Kruse: Chapter 7

9. 
Incident response preparedness and management


10. 
Network Forensics
Kruse: Chapter 10


11. 
Exam 

CNS 330 --- Legal, Ethical and Social Issues in Information Security
Course Overview

This course is designed to acquaint students with electronic privacy, security and ethics.  Students will gain an understanding of information ethics, existing and emerging cyber-laws, organizational liability issues, and explore several Code of Ethics.  Students will learn about real and potential security issues, steps that can be taken to create environments of trust, how to evaluate the strengths and weaknesses of a firm’s information resource environment, and risk management and operation feasibility issues.  

Prerequisite: None.

Sample Syllabus

Textbook: Information Security & Ethics: Social & Organizational Issues 
(2004). Quigley, Marian.  
Readings:
Hancock, B. (2001).  It’s a privacy thing in 2001. Computers & Security, 20:1, 17-18


Lessons from U.S. Cyberlaw. http://www.computerweekly.com/Article118026.htm

(These may change as course is fully developed)

Sample Syllabus
	
	Topic
	Reading

	Week 1
	Ethical Considerations for our Networked World
	Chapter 1

	Week 2
	Socio-economic Influence on Information Technology
	Chapter 3

	Week 3
	The Ethics of Web Design: Ensuring Access for Everyone
	Chapters 4 & 5

	Week 4
	Internet Voting: Beyond Technology
	Chapter 6

	Week 5
	Cryptography: Deciphering its Progress
	Chapter 10

	Week 6
	A Method of Assessing Information System Security Controls 
	Chapter 11

	Week 7
	Information Security Policies in Large Organizations
	Chapter 12

	Week 8
	
	

	Week 9
	Metrics Based Security Assessment
	Chapter 13

	Week 10
	Cyberlaw
	Readings

	Week 11
	Project presentations
	


CNS 340 ---Fundamentals of Information Assurance
Course Overview

This course is a survey of the fundamental elements of computer security and information assurance.  Topics may include confidentiality, integrity, and availability; security policies; authentication; access control; risk management; threat and vulnerability assessment; common attack/defense methods; ethical issues.

PREREQUISITE(S): PL2 

Sample Syllabus
Week 1

Introduction. Symmetric Encryption. Caesar cipher, Vernam Cipher, Transposition Cipher, Simplified DES.

Week 2 

Public Key Encryption. Secure hash functions. Authentication. Man in the Middle Attack.

Week 3

Trusted Operating Systems. Security Policies. Windows vs Unix Security. Setting file read/write/execute permission.

Week 4

Types of attacks.  Computer Viruses and Worms. Analysis of the iloveyou worm source code.

Week 5

Analysis of a Buffer Overflow attack. Secure programming techniques.

Week 6 

Overview of Networking. TCP/IP. Libpcap and Ethereal.

Week 7

Virtual Private Networks and SSH Tunnels.

Week 8

Port scanners and vulnerability assessment tools.

Raw Packets and analysis of a Denial of Service attack.

Week 9

Tips for system administrators.

Week 10

Optional topics and final review.

CNS 394 --- Information Systems Security Engineering I

Course Overview

This course requires students to apply Information System Security Engineering methods and processes to design, document and implement comprehensive security infrastructures in realistic scenarios. Students will work in teams through the entire life cycle of a Security infrastructure project from needs discovery, threat assessment, architecture design, implementation, effectiveness assessment and auditing. 

The course is designed to span two quarters.  In this first quarter, student will learn the Information Systems Security Engineering process and performs asset identification, threat assessment and system requirement specification.
Pre-req: CNS 340 and Senior standings.

Textbook: 

Required: TBD – The class will heavily use documents widely available on the Internet.

Possible textbook: Computer Security Handbook – Bosworth and Kabay – Wiley Publishing

Sample Syllabus

Week 1:
The History and Mission of Information Assurance and Security

Course introduction and presentation. Survey of the different areas and disciplines that form Information Assurance.  Information Assurance and Security past and present.
Week 2: 
Overview of Information System Security Engineering

Introduction to the Information System Security Engineering and Security System life cycle.  This includes an overview of its different phases: asset identification and security needs determination; security requirements definition; security architecture design; implementation; effectiveness assessment and audit.
Week 3: 
Overview of Information System Security Engineering (Continue)

Continuation of previous week.

Task assigned: design and distribute Information Assessment Questionnaire.

Case Study is assigned and discussed: Asset classification and threat assessment.

Week 4
Asset discovery and information security needs assessment

Discovery and Information asset assessment process. Documentation of information assets and  information relationships.  Modeling of user roles, information processing and information storage.  Concept of “least privilege” access.

Task assigned: Individual research paper assignment on the impact of culture and traditions on Information Security.

Assignment due: Information Assessment Questionnaire is due.

Week 5
Information Asset Classification and Threat Assessment

Presentation of Threat Assessment and Risk Management. Threat classification and estimate of likelihood. Qualitative and quantitative evaluation of vulnerabilities, risks and impacts. Calculation or approximation of Return on Investment (ROI) or Soft Return on Investment (SROI).

Task assigned: Based on questionnaire response, develop an asset classification and threat assessment report.

Week 6
Information Asset Classification and Threat Assessment (Continue)

Continuation of Information Asset Classification and Threat Assessment.

 Week 7
Information classification and Threat Assessment Evaluation
Presentation of threat assessment report and in-class discussion and debate.

Assignment due: Asset classification and threat assessment report.

Week 8
Security System Requirement Specification
Based on threat assessment, analysis of possible security measures that can be deployed. Budgetary determination of approximate costs and analysis of economical feasibility of counter measures.  Documentation of cost analysis and report on recommendations.
Task assigned: Security System Requirement Report

Week 9
Physical and Personnel Security and Safety 

Environmental and physical protection measures used to ensure system and personnel safety.  Topics will include fire and flood protection as well as preparedness for catastrophic events such as hurricane, tornadoes and earthquake.  Special focus will be given to procedural and technical safety systems to ensure proper action in case of emergency to safeguard data integrity and personnel well-been.

Week 10
 Exam
Week 11
Requirement Report Presentation and Discussion
Students will present their requirement report in class.

Assignment due: Security System Requirement Report and Presentation.

CNS 395 --- Information Systems Security Engineering II (Capstone)

Course Overview

This senior project capstone course requires students to apply Information System Security Engineering methods and processes to perform the design and implementation of Information Systems Security infrastructures. The human and sociological impacts of Information Security will be studied with a particular focus on privacy issues, ethical use of Security tools and cultural and legal difference that exist in a globally connected but diverse world.

Pre-req: CNS 394

Textbook: 

Required: TBD – The class will heavily use documents widely available on the Internet.

Possible textbook: Computer Security Handbook – Bosworth and Kabay – Wiley Publishing

Week 1
Cultural and human considerations in Information Assurance

Presentation of different views of IA for different geographic and cultural environments. International cooperation for Cyberlaw. Discussion of global cyberwarfare and cyberterrorism.

Task assigned: Individual research paper assignment on the impact of culture and traditions on Information Security.

Week 2 
Security Policies Development

Development of security policies in an enterprise environment.  General and industry-specific requirements; Human resource management and Ethical considerations; Monitoring and enforcement of policies; Design and implementation of security awareness programs and training.

Task assigned: Develop and document a formal security policies document for the case study.

Week 3 
Enterprise Security Infrastructure Components 

Analysis of functional requirements for security systems.  Review of security defense mechanisms: firewalls, Virtual Private Networks (VPN), Intrusion Detection Systems (IDS), logging system and audit trails.

Task assigned: 

Case Study: Implementation of a security infrastructure

Major Case Study: Design of a Comprehensive Security Infrastructure based on previous quarter assessment case study.

Week 4
“Defense in Depth”: Designing a Comprehensive Enterprise Security Infrastructure.
Defense in Depth:  Best practices for designing a solid, resilient and redundant security infrastructure.  Concepts of defense layers and redundant protections. Security areas, communication rails and segregation of traffic and threats based on application and business models.

Assignment due: Security Policies Document.

Week 5 
Enterprise Security Infrastructure Deployment
Implementing secured systems and secured infrastructure devices (routers, switches, firewalls). Examples and illustration will be presented in the lab. Special focus will be given to devices deployed in highly hostile environments such as the Internet.

Week 6 
 Legal, Ethical and Privacy considerations 
Survey of the impact of Information Security requirements on ethical and privacy consideration.  Communication monitoring; content filtering; activity logging and content access prevention.  Hackers psychology and behavior. Ethical versus non-Ethical use of technology and tools.

Assignment due: Individual research paper assignment on cultural differences when evaluating the impact of Information Security.

Task assigned: Ethical Considerations for Information Security - Individual Research and Reflection Paper.

Week 7 
Security Assessment, Auditing and Vulnerability Testing.
Survey of methods, tools and techniques used for security assessment and auditing. 
Task assigned: Security and Vulnerability Assessment of implemented solution

Week 8
Security Education, Training and Security Awareness Programs

Design deployment and on-going management of security education, training and security awareness programs. Key aspects of security training for end-users, managers and executive management. 

Assignment Due: Implementation of a security infrastructure

Week  9 
Group Presentation of Security and Vulnerability Assessment Report.
In-class presentation of vulnerability assessment and audit report.

Assignment due: Security and Vulnerability Assessment Report.

Week 10
Exam
Note: This will also be used for assessment purpose.
Assignment due: Ethical Considerations for Information Security
Assignment due: Global Design and Assessment Report Due

Week 11
Group Presentation of Detailed Design Report.
In-class presentation of final design report.

Appendix B:  Other US institutions offering Certificate or Courses in Information Assurance

Anne Arundel Community College, Arnold, MD

Cyber Crime Studies Institute 
Blue Ridge Community College, NC 

Cyber Crime Investigations 

Bridgewater State College Center for Technical Education, Bridgewater, MASS 

Certified Digital Forensic Expert credential 

Certified Digital Forensic Specialist credential 

British Columbia Institute of Technology 

Forensic Science Technology - Computer Crime Option 

Forensic Investigation - Computer Crime Option 

Bryant College, Smithfield, RI 

Digital Forensics Program 

Digital Forensics Specialist Courses 

Butler County Community College, Butler, PA 

Computer Forensics Program (AAS) 

Canyon College, Caldwell, Idaho 

Introduction to Computer Forensics (Online course) 

Law Enforcement: Breaking the Technological Barrier Certificate Program 

Capitol College, Laurel, MD 

Master of Science in Network Security 

Security Management Certificate 

Champlain College, Burlington, VT 

Computer & Digital Forensics Program 

Clayton State College, OH 

Criminal Justice - Cybercrime Program 

Cleveland State University, OH 

CyberForensics Course 

College of San Mateo, San Mateo, CA 

Computer and Network Forensics Associate Degree 

Community College of Denver, CO 

Public Security Management Degree 

Curry College, Milton, MA 

Certificate in Computer Crime Investigations & Computer Forensics 

Eastern Michigan University, Ypsilanti, MI 

Information Assurance Training 

Edmonds Community College, Business & Technology Center, Everett, WA 

Introduction to Computer Forensics 

Fairmont State College, Fairmont, WV 

Minor or Certificate of Completion in Computer Forensics [PDF] 

George Washington University 

Graduate Certificate in Computer Fraud Investigation 

Glouster County College Police Academy, Sewell, NJ 

High Technology Investigations 

Goodwin College of Professional Studies, Philadelphia, PA 

Computer Forensics; Information Warfare courses 

ICM School of Business & Medical Careers, Pittsburgh, PA 

ASB Degree in Criminal Justice - Cybercrime 

Iowa Lakes Community College, Emmetsburg, IA 

Associate in Science of Computer Forensics 

Iowa State University, Ames, IA 

Computer and Network Forensics 

James Madison University, Harrisonburg, VA 

Computer-Related Law and Computer Forensics Course 

John Jay College of Criminal Justice, New York, NY 

Master of Science in Forensic Computing 

Johnson County Community College, Overland Park, Kansas 

Intro to Computer Forensics 

Kennesaw State University's Southeast Cybercrime Institute, Kennesaw, GA 

Computer Forensics Training & Certification 

Lake Washington Technical College, Kirkland, WA 

Computer Forensics and Security AAS & Certificate 

Leigh Carbon Community College, Schnecksville, PA 

Computer Forensics Courses 

Medaille College, Buffalo, NY 

CJ Concentration in Computer Crime Investigation (BS) 

Mimai Dade College, Miami, FL 

Computer Forensics & Investigation Program 

Mississippi State University, MS 

Computer Crime and Forensics Course 

North Carolina Wesleyan College, Rocky Mount, NC 

Course in Computer Forensics 

Northeastern University, Boston, MA 

Certificate of Professional Achievement - Communications & Networking 

Graduate Certificate in Network Security Management 

Northern Virginia Criminal Justice Training Academy, Ashburn, VA 

Technology Investigation Courses 

Norwich University, Northfield, VT 

Introduction to Computer Forensics 

Pace University, NY 

Certificate/Minor in Information Assurance in the Criminal Justice System 

Polk Community College, FL 

Computer Related Crime Investigation Certificate 

Portland State University, OR 

Introduction to Computer Forensics 

Malicious Code and Forensics 

Quinnipiac University, Hamden, Connecticut 

Introduction to Computer Forensics 

Redlands Community College, El Reno, OK 

Criminal Justice/ Forensic Computer Science Emphasis 

Sandia National Laboratories, CA 

College Cyber Defenders Institute (CCD) 

Shoreline Community College, Seattle, WA 

Computer Forensic Security Certificate (Fall 2004) 

Skagit Valley College, Mount Vernon, WA 

Computer Forensics Fundamentals course 

Solano Community College, Fairfield, CA 

Computer Forensics Investigations course 

Southern Oregon University, Ashland, OR 

Computer Security and Information Assurance 

Southwestern Community College, NC 

Cyber Crime Technology (AAS) 

Spokane Falls Community College, WA 

Computer Forensics/Network Security Certificate Program 

St. Ambrose University, Davenport, IA 

Minor in Computer and Network Security 
St. Petersburg College, FL 

Computer Related Crime Investigations Certificate 

Stark State College of Technology, Canton, Ohio 

Computer Network Administration and Security Technology Security & Forensics Option 

Tompkins Cortland Community College, Dryden, NY 

Computer Forensics (AAS) 

Tri-County Technical College, Pendleton, SC 

Palmetto Cyber Crime and Computer Security Institute 

University of Arkansas at Little Rock 

Information Assurance Program 

University of Bradford, West Yorkshire, UK 

MSc in Forensic Computing 

University of Calgery, Calgary, AB 

eSecurity Courses 

University of California 

Networking & Security - Computer Forensics 

University of Central Florida, Orlando 

Graduate Certificate Program in Computer Forensics (GCCF) 

University of New Haven, CT 

Graduate Certificate in Forensic Computer Investigation 

Forensic Computer Investigation Certificate 

University of Oregon School of Law 

Cybercrime 

University of Portsmouth, UK 

MSc Forensic Information Technology 

University of Washington, Seattle, WA 

Certificate Program in Computer Forensics 

Utica College, Utica, NY 

Undergraduate program in Economic Crime Investigation; 
Graduate Program in Economic Crime Management 

Villa Julie College, Stevenson, MD 

Forensic Studies Master’s Degree 

Waynesboro College, Waynesburg, PA 

Computer Forensics Major 

West Virginia University, Morgantown, WV 

Certificate in Computer Forensics 

Wilbur Wright College, Chicago, IL 

Department of Computer Security & Forensic Investigation Certificate 

Worcester Polytechnic Institute, Southborough, MA 


Digital Forensics Course
Appendix C: Information Assurance and Security Engineering Job Market.

Nationwide search results on “Security Engineer” on Monster.com (10/15/04)
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Sort: Relevance
View: Brief | Detailed 
Date
 
Job Title
Company
Location
Oct 15
 
Information Assurance / Security Engineer
American Systems Corporation
US-VA-Chantilly
Oct 15
 
IT firm seeks talented Security Engineer
MacArthur Associates
US-MD-Clinton
Oct 15
 
7288MSFO-Software Engineer - Database & Security
Management Recruiters Intl.
US-CA-San Francisco
Oct 15
 
7288MSFO-Software Engineer - Database & Security
Management Recruiters Intl.
US-CA-Silicon Valley/San Jose
Oct 15
 
Security Engineer II
Sprint
US-KS-Overland Park
Oct 14
 
Project Manager Systems Security Engineer
Manpower Professional
US-LA-Saint Rose
Oct 14
 
Senior Security Engineer, Product Security
Macromedia
US-CA-San Francisco
Oct 14
 
Senior Security Engineer, Product Security
Macromedia
US-CA-San Francisco
Oct 14
 
Systems Security Engineer
Paul Dicken Associates, Inc.
US-AZ-Scottsdale
Oct 14
 
Software Security Engineer
Manpower Professional
US-LA-Saint Rose
Oct 14
 
System Security Engineer - Active Top Secret Clearance/SCI Required
Wallach Associates
US-MD-Montgomery County
Oct 14
 
Security Software Engineer
Adecco Employment Services
US-CA-Silicon Valley/San Jose
Oct 14
 
Senior Database Analyst/Security Engineer
AnviCom
US-VA-Northern
Oct 13
 
Security Engineer, Network Services
Iron Mountain
US-PA-Collegeville
Oct 13
 
Sr. Security Engineer & Security Certification & Accreditation
Applied Systems
US-MD-College Park
Oct 13
 
System Engineer- Security
Company Confidential
US-NY-New York
Oct 13
 
Network Security Engineer, III
XO Communications
US-VA-Reston
Oct 13
 
Information Security Engineer
Spherion 
US-VA-Herndon
Oct 12
 
IT Audit/Generalist/Security Engineer
RemX IT
US-VA-Vienna
Oct 12
 
Network/VPN/Security Engineer
OmniOne 
US-IL-Chicago
Oct 12
 
Sr Software Engineer - Information Security and Assurance
Rockwell Collins 
US-IA-Cedar Rapids
Oct 12
 
Sr Electrical Engineer - Information Security Implementation
Rockwell Collins 
US-IA-Cedar Rapids
Oct 12
 
Security Development Engineer and Architect
Groove Networks
US-MA-Beverly
Oct 12
 
Information System Security Engineer
Superior Technical Resources 
US-VA-Arlington
Oct 12
 
Information System Security Engineer
Superior Technical Resources 
US-VA-Arlington
Oct 12
 
Security Engineer
Zycron
US-TN-Nashville
Oct 11
 
Security Solution Engineer
Allstate Insurance Company
US-IL-Northbrook
Oct 8
 
Information Systems Security Engineer
CherryRoad Technologies Inc.
US-MD-Hagerstown
Oct 8
 
Sr. Software Engineer/Security Specialist.
Company Confidential
US-CA-Silicon Valley/Peninsula
Oct 8
 
Network Security Engineer
Company Confidential
US-VA-Northern
Oct 8
 
Network Engineer with security experience
Arrow Financial Services, LLC
US-IL-Niles
Oct 7
 
Senior Security Systems Engineer
WFI Government Services, Inc.
US-CA-Seal Beach
Oct 7
 
Sr Network Security Engineer
SoftMed Systems Inc.
US-MD-Silver Spring
Oct 7
 
Sr Network Security Engineer
SoftMed Systems Inc.
US-MD-Silver Spring
Oct 7
 
Sr Network Security Engineer
SoftMed Systems Inc.
US-MD-Silver Spring
Oct 7
 
Sr Network Security Engineer
SoftMed Systems Inc.
US-MD-Silver Spring
Oct 7
 
Sr Network Security Engineer
SoftMed Systems Inc.
US-MD-Silver Spring
Oct 7
 
Sr Network Security Engineer
SoftMed Systems Inc.
US-MD-Silver Spring
Oct 7
 
IP Security Engineer
CDI Corporation
US-TX-Plano
Oct 7
 
Information Security Engineer
Company Confidential
US-NY-New York City
Oct 7
 
Senior J2EE/Security Software Engineer
Kforce, Professional Staffing 
US-MA-Burlington
Oct 7
 
Security Engineer
Kforce, Professional Staffing 
US-WV-Martinsburg
Oct 7
 
Checkpoint Network Security Engineer
Kforce, Professional Staffing 
US-MA-Boston
Oct 6
 
Data Security Engineer w/SAP
Kforce, Professional Staffing 
US-CA-San Diego
Oct 6
 
Telecom Network/Security Engineer-10 mos. contract
A-R-C (Alternative Resources)
US-TX-Austin
Oct 6
 
Telecom Network/Security Engineer-10 mos. contract
A-R-C (Alternative Resources)
US-TX-Austin
Oct 6
 
SENIOR SYSTEMS ENGINEER - SECURITY
Catholic Healthcare Partners
US-OH-Youngstown
Oct 6
 
Pre-Sale Security Engineer- Award Winning Vendor
Management Recruiters Intntl
US-CA-San Francisco
Oct 6
 
Pre-Sale Security Engineer- Award Winning Vendor
Management Recruiters Intntl
US-MA-Boston
Oct 6
 
Security Research Engineer
Enterasys Networks
US-DC-Columbia
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Learn from the experts! 
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Be The Boss! 

	
	Work@Home On Computer:
Start Today w/Dish*Magic! Earn $50-$400/Day! 
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Get money for school! 
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Get FREE quotes FAST! 


Networking:
Make valuable contacts! 


Work from Home Online:
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Keywords: security AND Engineer
	Job Title
	Company Name
	Location
	Date

	Information Security Engineer
	ARINC

	Colorado Springs, CO

	10-16-2004


	Sr. Security Engineer
	Totality

	Sr. Security Engineer, CA

	10-14-2004


	Information Security Engineer
	Titan Corporation

	Gaithersburg, MD

	10-16-2004


	Senior Security Response Engineer
	Gravity People

	San Francisco, CA

	10-15-2004


	SAP Security or Role Engineer
	CSI (Consultant Specialist Inc.)

	South San Francisco, CA

	10-15-2004


	Sr. Security and communications Engineer
	Summerfield Associates,Inc.

	Memphis, TN

	10-15-2004


	Sr. Security Services Engineer
	Vernier Networks

	Mountain View, CA

	10-7-2004


	Senior J2EE/Security Software Engineer
	Kforce, Inc

	Burlington, MA

	10-16-2004


	Lead Systems Security Engineer
	ARINC

	El Segundo, CA

	10-16-2004


	Senior Network Security/ IT Engineer
	The Wilmark Group

	Burlington, MA

	9-21-2004


	Software Engineer, Security Infrastructure
	Akamai Technologies

	Cambridge, MA

	10-16-2004


	Network Security Engineer
	Hewitt Associates Inc.

	Rancho Cordova, CA

	10-14-2004


	Security Engineer
	Computer Professionals, Inc

	Nashville, TN

	10-15-2004


	Information Security Engineer
	J & S Resources & Associates, Inc.

	Northern NJ, NJ

	9-24-2004


	Security Engineer
	Winterthur North America

	Sun Prairie, WI

	9-29-2004


	Senior Cisco Network Security Engineer
	Transworld Information Systems, Inc

	Seattle, WA

	10-15-2004


	Senior Security Engineer
	Force 3, Inc

	Crofton, MD

	10-15-2004


	Security Engineer
	Contract Staffing Specialists

	omaha, NE

	10-15-2004


	Senior Engineer - Enterprise Network Security
	Career Placement Network, LLC

	Morristown, NJ

	10-15-2004


	Quality Assurance Engineer-Security
	Gravity People

	San Jose, CA

	10-15-2004


	SW Test Engineer - Networking Apps and Security
	Everest Consultants, Inc

	Hillsboro, OR

	10-15-2004


	LEAD C/UNIX SOFTWARE ENGINEER WITH ACTIVE SECURITY CLEARANCE
	P.K.W. Associates, Inc.

	Linthicum, MD

	10-1-2004


	Network Security Engineer
	Hewitt Associates Inc.

	Carrollton, TX

	10-15-2004


	Network Systems Engineer - Security/VOIP
	International Network Services

	Irving, TX

	10-14-2004


	Sr. Systems Security Engineer
	TAD TECHNICAL ONSITE - NEEDHAM

	Scottsdale, AZ

	10-14-2004


	Network Security Software Engineer
	Gravity People

	Mountview, CA

	10-15-2004


	Security Framework Software Engineer
	Irvine Technology Corp

	Carson, CA

	10-16-2004


	Network Security Engineer
	Trasys

	Cincinnati, OH

	10-16-2004


	SECURITY ENGINEER
	Ajilon

	Chesterfield, MO

	10-16-2004


	Security Engineer
	Kforce, Inc

	King of Prussia, PA

	10-16-2004
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� http://www.nstissc.gov/Assets/pdf/4009.pdf


� � HYPERLINK "http://digitalforum.accenture.com/DigitalForum/Global/CurrentEdition/Hot" ��http://digitalforum.accenture.com/DigitalForum/Global/CurrentEdition/Hot�Technologies/0904_develop_security_discipline.htm





� � HYPERLINK "http://csrc.nist.gov/publications/nistpubs/" ��http://csrc.nist.gov/publications/nistpubs/�


� � HYPERLINK "http://infosecuritymag.techtarget.com/ss/0,295796,sid6_iss81_art186,00.html" ��http://infosecuritymag.techtarget.com/ss/0,295796,sid6_iss81_art186,00.html�





�http://www.theregister.com/2004/11/09/isc2_security_job_survey/ 


� http://www.cio.com/archive/091504/security.html
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